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1. TepmuHbI 1 onpeeneHus

[Tepconansubie manubie (I[1/H) - mr06as mHOpMalus, OTHOCSIIASICT K
OpsIMO MJIM KOCBEHHO OMNPENIEIEHHOMY WM OIpeAensieMoMy (PU3NYECKOMY JIUILY
(cyonexty I1/1H).

OnepaTtop - TOCYHApCTBEHHBIM  OpraH, MYHHIMNAIbHBIA  Opra,
IOPUANYECKOE WK (PU3NYECKOE JIUI0, CAMOCTOSITENIbHO UM COBMECTHO C APYTUMHU
JUIAMK OpraHusyoomnme u (win) ocyuiectsistonue oopadorky I[1JH, a Takxke
onpenensonme 1enu oopadorku I1/H, cocraB I1/{H, momnexanux oO6paboTke,
neiictBus (onepauuu), copepaemsie ¢ [1J1H.

O6padorka I1[ln - moboe peiicTBue (omepaiusi) WIH COBOKYITHOCTh
JercTBUM (omepaluii), COBEpIIaeMbIX C UCIOIb30BaHUEM CPEICTB aBTOMATHU3AIUU
uin 0e3 HCIOoIb30BaHUA Takux cpeActB ¢ [IJIH, Bkirowas cOop, 3ammuch,
CUCTEMaTHU3alINI0, HAKOIUICHHE, XpaHeHHe, yTouHeHrne (0OHOBJIEHUE, N3MEHEHHUE),
U3BJICYEHUE, MCIOJb30BAHUE, Iepeaady (pacnpocTpaHEHHE, MPerIOCTaBIEHUE,
JI0CTYT), 00e3TuYrBaHue, OJIOKUPOBaHUE, yaaneHue, yanaroxxenue [1/x.

ABToMatuzupoBaHHas oOpaborka [I/ln - oOpaborka II/lH ¢ momoibio
CPEICTB BHIYUCIUTEILHON TEXHUKH.

Pacnipoctpanenue IIJIH - melicTBusA, HampaBlieHHblE Ha packpeithe [1/1H
HEOIPEJEICHHOMY KPYTY JIUIL.

IIpenocrasnenue II/In - nelcrBus, HampaBieHHble Ha packpeitue [1/1x
OTIPEEIICHHOMY JIMILY WJIH OIPEAEeICHHOMY KPYTY JIUII.

brnokupoBanue IIIn - BpemenHoe mnpekpamieHue oOpaborku I[IJ[H (3a
UCKJTIOUEHUEM CIIy4aeB, eciii 00padoTka Heooxoauma aiist yrouneHus [1/1n).

Yunuroxenue II/IH - neWicTBusA, B pe3yapTare KOTOPBIX CTaHOBUTCS
HEBO3MOXXHBIM BOCCTaHOBUTH conaep:xkanue I1/ln B UCII[Ix u (wnim) B pe3ynbTare
KOTOPBIX YHUUTOXKAKOTCA MaTepralibHbie HocuTenu [1/1H.

Oo6e3nnuuBanue [1J[H - AeiicTBusA, B pe3ynbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXHBIM 0€3 HCIOJIb30BaHUS JIOMOJHUTEILHON MH(POPMALUU ONPEIEIUTh
npuHanexHocTh [1J][H koHkpeTHOMY cyOBekTy T1/1H.

Nudopmarmonnas cucrema mnepcoHanbHbix ganaelx  (MCIIOH) -
COBOKYITHOCTb coOjiepKamuxcs B 0azax gaHHbIX [I/lH u obecmeuuBaronux Hx
00paboTKy MH(DOPMAITMOHHBIX TEXHOIOTUH U TEXHUYECKHUX CPENICTB.

Tpancrpannunas mniepemaya I[IJln - mnepemaua IIJIH HaA TeppuTOpHUIO
MHOCTPAHHOIO TOCYJapCTBa OpraHy BIJIACTH HMHOCTPAHHOIO TOCYJIapCTBa,
WHOCTPAHHOMY (PU3UYECKOMY JIUITY WM HHOCTPAHHOMY IOPUIUYECKOMY JIUILY.
2.Hacrosmas noautuka OOpaOOTKM W 3alUThl MEPCOHAIBHBIX JAHHBIX paiioHa
(mamee mo  Tekcty —  Ilommrmka)  MyHUIMDANBHOTO  OIOKETHOTO
0011e00pa30BaTENBLHOTO YUpPEKIEHUS CpeaHsis oomeoopa3zoBaTenbHas mkoiaa Ne 1
ropoza Jlakuncka CoOMHCKOro paiioHa (fanee mo TeKCTY — YUpPEKICHUE):

onpezenser Ienu cOopa, MpaBOBbIE OCHOBAHUS, YCIOBHUS U CIIOCOOBI
00pabOTKH NMEPCOHANIbHBIX JaHHBIX;

mpaBa W OOSI3aHHOCTH OIEpaTopa, CYOBEKTOB IEPCOHAIBHBIX JIaHHBIX,
00BbEM U KaTeropuu 00pabaThIBAEMbIX MEPCOHANBHBIX JAHHBIX U MEPBI UX 3AITUTHI
B MBOY CONI Ne 1 r. JIakuHCK;



CHUCTEMY B3IJISIIOB Ha TmpobiieMy oOecneueHus OezomacHoctu [IJ[H u
NPENICTaBIIIET CO00M CHCTEMaTU3MPOBAHHOE HM3JI0KEHWE IIeJIel M 3a/1ay 3allluThl,
KaKk OJIHO WM HECKOJbKO TMpaBWJ, MPOLENYp, NPAKTHUYECKUX TMPUEMOB WU
PYKOBOJSIIIIMX TMPUHIMIOB B 00JacTd HUHPOPMAIMOHHOM  OE30MacHOCTH,
KOTOPBIMH PYKOBOJICTBYETCSl YUpPEKIEHHUE B CBOCH JEATEILHOCTH, a TaKkKe
OCHOBHBIX TPUHIIAIIOB TIOCTPOCHHS, OPTaHMU3AIIMOHHBIX, TEXHOJOTHYECKHX W
IPOIIEYPHBIX acIeKTOB oOecnedeHus 6e3omacHoctu [1/1H.
3.3akoHomaTepHOl OCHOBOM Hactosmied llomutuku sBistrorcs KoHcTUTyIMs
Poccuiickoni  @denepanmu, ['pakaaHckui, YTodoBHBIM M TpyaoBOM KOJEKCHI,
denepanbHbi 3aK0H 0T 29.12.2012 Ne 273-D3 «O6 obpazoBanum B Poccuiickoi
denepanuuy, 3aKOHBI, YKa3bl, TOCTAHOBIICHHS, IPYrUe HOPMATHUBHBIC JOKYMEHTHI
JENCTBYIONIEro 3aKoHoAaTenbcTBa Poccuiickoit @enepaunn, 1okyMeHTel DCTIK
u OCb Poccumn.
4.1Tpu paspaborke I[lOTUTHKM YYUTBHIBAIUCH OCHOBHBIC MPHUHIMIBI CO3JAaHUS
KOMIUIEKCHBIX CUCTEM OOecTieueHHs 6e30macHOCTU NH(POpMAITNH, XapaKTePUCTUKH
U BO3MOYKHOCTH OPTraHU3allMOHHO-TEXHUYECKMX METOJO0B W COBPEMEHHBIX
anmapaTHO-TIPOTPAMMHBIX ~ CPEICTB 3alllUTHI W TPOTUBOACHCTBUSA  yrpo3am
0e3omacHoCcTH HHGPOPMAITUH.
5.0cHoBHbIE nONOXkeHUs [lomuTukn 0a3upyrOTCs Ha KAYECTBEHHOM OCMBICICHUH
BOIIPOCOB ~ 0€30MAaCHOCTM  HMH(POpMAllMM W HE  3aTparuBaioT  BOMPOCOB
SKOHOMHMYECKOTO  (KOJIMYECTBEHHOT0) aHajliM3a pPUCKOB U OOOCHOBaHUSA
HEOOXOJIMMBIX 3aTpaT Ha 3alIUTy HHHOPMATIHH.
6.0OcHOBHbIMU 00BekTaMu cuctembl OezonacHoctTd I[I/Iln B Yupexaenuu
SIBJISIFOTCSL:

- WH(GOPMAITMOHHBIE PECYPChI C OTPAHUYEHHBIM JIOCTYIIOM, COJAEpIKaIIue
I118n;

- npoueccbl 006padorku I1[In B UCIIAH VYupexnenus, MHPOpMALMOHHbBIE
TEXHOJIOTUH, PETJIAMEHTHI U MPOIeayphl cOopa, 00pabOTKH, XpaHEHUS U TIepeIadu
uHbOpMaIKM, TEePCOHAN pa3pabOTUMKOB M TIOJIb30BATEIE CHUCTEMbI U €€
00CITyKUBAIOITUI MTEPCOHAT;

— uHbopMaImoHHass HHPPACTPYKTypa, BKIIOYAIONIAs CUCTEMbI 00pabOTKU U
aHanu3a MHGOpPMALMKM, TEXHUYECKHE U NPOrpaMMHBIE CpelcTBa ee 00paboTKH,
nepenayu U OoTOOpaXeHUs, B TOM YHCIe KaHaJIbl WH()OPMAIMOHHOTO OOMEHA |
TEJIEKOMMYHHUKALIMHU, CUCTEMBbl W CPEICTBA 3alllUThl HH(POpMaIHUHU, OOBEKTHl M
MOMEIIEHHUS, B KOTOPBIX PAaCOIOkKEHbI TEXHUYECKUE cpeficTBa oOpadotku I1J[H.
7.Cy0bekTaMu WH()OPMAIIMOHHBIX OTHOIIEHUNW TPHU OOECIeUYeHUH OEe301aCHOCTH
[T11 YupexaeHus sABIAIOTCS:

- VYupexaenue, Kak COOCTBEHHUK HH(OPMALIMOHHBIX PECYPCOB;

- QAMUHUCTpAIMSI W COTPYIHUKH YUPESKICHUS, B COOTBETCTBUU C
BO3JIO’)KEHHBIMU Ha HUX (PYHKIUSMU;

- dbuznyeckue Juia, Mojiydamnue oOpa3oBaHWE B YUPEXKICHUM M UX
3aKOHHBIC MTPEICTABUTEIH.

8.Ilepeuncnennpie CyOBEKThl MH(DOPMAIMOHHBIX OTHOLICHUN 3aMHTEPECOBAHBI B
o0ecreyeHuu:
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- CBOEBPEMEHHOT0 JI0CTyna K Heo0xoauMbiM uM [1/1H (Mx qocTynmHOCTH);

- JIOCTOBEPHOCTH (TIOJTHOTHI, TOUHOCTH, aJeKBaTHOCTH, 1ienocTHocTH) [1]]H;

— KOH(UIEHIINATLHOCTH (coXpaHenus B TaitHe) [1/1H;

— 3alllUThl OT HAaBSI3bIBAHUSA UM JIOXKHBIX (HEIOCTOBEPHBIX, HMCKAKEHHbIX)
I 1H;

- pa3rpaHUyYEHUs] OTBETCTBEHHOCTH 3a HAapyIUIEHUS UX TpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MpaBuil oOparmienus ¢ [1/1H;

- BO3MOYKHOCTH OCYILIECTBJICHUSI HENPEPHIBHOIO KOHTPOJISI M YUpEeKACHUS
nporieccamMu 00paboTku u nepenayu [1/1x;

- 3amuThl [1J[H OT HE3aKOHHOTO PACTIPOCTPAHECHUSL.

9.0CHOBHOU 1Ie/IbI0, Ha JIOCTHIXKEHHE KOTOPOW HaIpaBJICHbl BCE IOJIOKEHUS
Hactosmer  [lonmwTukwy, sBIseTCs 3amuTa CyOBEKTOB  WMH(DOPMAIMOHHBIX
OTHOLIEHHN YUpexJeHHUs OT BO3MOXKHOIO HAHECEHUS UM MATEPHUAIbHOIO,
(bU3UYECKOro, MOPAJIbHOTO WJIM HHOrO YyiiepOa, MOCPEICTBOM CIy4ailHOTO WIIH
npeaHamMepeHHoro Bo3zaekcTBus Ha II/IH, X HOcuTenu, mporecchl 00padOTKH U
nepeaavm.

10.Yka3anHas 1enb JOCTUTAETCS IOCPEICTBOM OOECIEUEHUsI M TOCTOSHHOTO
MOJJIEpKAHUS Clenyromux ceoucts I[TJ1H:

— JOCTYITHOCTH TUTSt JIerajabHbIX M0JIb30BaTEIICH (ycToiuuBOro
GYHKIIMOHUPOBAaHKST HH(POPMAIIMOHHBIX CHUCTEM YUPEKIEHUS, TPH KOTOPOM
MOJIb30BATENId  MMEIOT BO3MOXKHOCTh MOdyudeHuss HeoOxomumbix [I/ln wu
pe3yJbTATOB pElICHUs 3a/1a4 3a MPUEMJIEMOE [T HUX BpeMsl);

— LEJIOCTHOCTM M AayTeHTUYHOCTH (MOATBEpxaeHue aptopctBa) [I]1H,
XpaHUMBIX U 00pabaThIBaeMbIX B HH(DOPMAIMOHHBIX CUCTEMAaX YUPEKICHUS U
nepeaBaeMoi Mo KaHAJIaM CBSI3H;

- KOH(UIECHIIMATBFHOCTH - COXPAaHECHHsI B TaiiHe ompenencHHou yvactu [1/1H,
XpaHUMBIX, 00pabaThIBa€MbIX U MEPEIaBaeMbIX MO KaHAJaM CBSI3H.

11./Ins1 moCcTUXKEHMs] OCHOBHOM 1EJIW 3alIUThI U 00€CTICUeHUsI YKa3aHHBIX CBOWCTB
I[IIa cucrema oOecrnieueHus WHOOPMAITMOHHOW O€30MACHOCTH Y UPEKIACHUS
JOJDKHA oOecrieurBaTh A3(Q(PEKTUBHOE PEIICHHUE CICTYIOMMNX 3a1a4:

— CBOEBPEMEHHOE BBISIBIICHUE, OIIEHKA U MTPOTHO3UPOBAHUE HCTOYHUKOB yTPO3
uHGOPMAIIMOHHONW  0€30MacHOCTH, TPUYMH U YCIOBHUM, CIIOCOOCTBYIOIIUX
HAaHECEHUIO0  yllepbda  3aWHTEPECOBaHHBIM  CyObEKTaM  MH(OPMAIMOHHBIX
OTHOIIIEHUH, HAPYIICHUIO HOPMAIHHOTO (DYHKITMOHHPOBAHUS WH()OPMAITMOHHBIX
CUCTEM YUpexKICHUS,

- CO3JJaHME€ MEXaHU3Ma  OIEpPAaTUBHOTO  pearupoBaHUsT Ha  YIPo3bl
Oe3omacHoCTH UH(OPMAIIUU U HETAaTHUBHBIC TEHCHITUY;

- CO3/7IaHKe YCIIOBUM JII MUHUMU3AINK U JTOKAIU3alUi HAHOCUMOTO yiiepoa
HEMIPAaBOMEPHBIMU JIEUCTBUAMHU (U3UYECKUX W IOPUIMYECKUX JIMI], Oclia0jeHue
HEraTUBHOTO BIUSHUSA W JIMKBHUIAIMS TOCIEICTBUNA HApyIICHUS O€30MacHOCTH
uHpOopMaLNH;

— 3allUTy ~ OT  BMemaTenbcTBa B TMporecc  (DYHKIMOHUPOBAHUS
UH(GOPMAITMOHHBIX CHUCTEM TMOCTOPOHHMX JHI[ (AOCTYyHn K HMH(POPMAIUOHHBIM



pecypcaM JOKHBI WMETh TOJBKO 3aperuCTPUPOBAHHBIE B YCTAHOBICHHOM
MOPSIIKE MOJI30BATEINHN);

— pasrpaHMYeHHE  JOCTyla  Tojb3oBarened K UHGOPMAIIMOHHBIM,
anmapaTHBIM, MPOTPAMMHBIM M HWHBIM pecypcaM YupexacHUs (BO3MOXKHOCTh
JOCTyTa TOJIBKO K TEM PEecypcaM W BBIMOJTHEHUS TOJIBKO TE€X OIEpanuii C HUMH,
KOTOpbIE HEOOXOAMMBI KOHKPETHBIM IOJIb30BATESIM [JIsl BBIIIOJIHEHUS] CBOUX
CIIY>K€OHBIX 00S3aHHOCTE), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA;
- oOecrieueHue  ayTeHTU(UKAIMK  TOJb30BaTelield,  yYacTBYIOIIMX B
UHPOPMAIIMOHHOM OOMeHe (TOATBEpPXkKIAEHUE TMOMJIMHHOCTA OTHPaBUTENS U
noJjrydaresnst uH(popmalum);

— 3aIUTY OT HECAHKIIMOHUPOBAHHOM MOIU(MUKAIIMU HUCIOJIB3yEeMbIX B
WHPOPMAITMOHHBIX CHUCTEMaX YUPEeXKICHHS NPOrPaMMHBIX CPEICTB, a TaKkKe
3aIIATY CHUCTEMBI OT BHEAPCHHUS HECAHKIIMOHUPOBAHHBIX TPOTPAMM, BKIIHOYAs
KOMIIBIOTEPHBIE BUPYCHI;

- 3amuTy MHGOPMALMK OrPAHMYEHHOIO TOJIb30BAaHUSI OT YTEUYKHU 110
TEXHUYECKUM KaHallaM Tpu ee 00paboTKe, XpaHEHWH M Iepenaye Mo KaHajlam
CBSI3H.

12.0OcHOBHBIE TyTH PEUICHUS 33724 CUCTEMBI 3AIUTHI:

- CTpPOTUH Yy4YeT BCeX MOMJeKAIIUX 3allUTe PECypcoB HH(POPMAIMOHHBIX
cucteM YupexaeHus (MHPopMaluu, 3a4ad, JOKYMEHTOB, KaHaJOB CBS3H,
CEpBEPOB, AaBTOMATU3HPOBAHHBIX PAOOYUX MECT);

- KypHAJTMPOBAHNUE JACHCTBUIN MEpCcOoHaIa, OCYIIECTBISIONIET0 00CTy)KHBaHUE
U MOIU(UKAIMIO MPOTPAMMHBIX M TEXHUYECKHUX CPEICTB HHOOPMAIMOHHBIX
CHUCTEM,;

- MOJTHOTA, peaJbHasl BBIMOJIHUMOCTh M HEMPOTHBOPEYUBOCTH TPeOOBAHUH
OpPTaHU3AIMOHHO-PACTIOPSIIUTEIBHBIX JIOKYMEHTOB YUPEXKIEHUS TI0 BOMpOcCam
oOecrieueHus: 6€30MaCHOCTH HHPOPMALINH;

— MOJITOTOBKA  JIOJDKHOCTHBIX —JIMIT  (COTPYIHHMKOB), OTBETCTBEHHBIX 3a
OpPTaHM3AIMIO M OCYIIECTBICHHE MPAKTUICCKUX MEPONPHUSITHI MO 00eCIeYeHHIO
6e3onacHoctu [1JIH 1 nporeccoB ux 00padOTKH;

- HAJCNICHUEe  KaXJOro  COTpyOHWMKAa  (MONBh30BaTensi)  MHUHHUMAIBHO
HEOOXOIMMBIMU I BBHITIOJIHCHUS WM CBOWX (PYHKIIMOHAIBHBIX OO0S3aHHOCTEH
MOJTHOMOYHUSMH 110 JOCTYIY K HH(GOPMAIIMOHHBIM pecypcam Y UpexICHUS;

— YeTKOE 3HAHME W CTPOroe COOJIIOJICHHE BCEMHU  MOJIb30BATEISIMU
WHPOPMAITMOHHBIX ~ CHUCTEM  YUpEXKIEHUs  TpeOOBaHWN  OpraHW3aIlMOHHO-
pacrnopsAuTENbHBIX JIOKYMEHTOB II0 BOMOpocaMm oOecrnedueHus: Oe30MacHOCTH
uHdOpMaIuy;

- NepCOHaNIbHASI OTBETCTBEHHOCTH 3a CBOM JICHCTBUS KaXKJIOTO COTPYAHHKA, B
paMkKax cBoMX (YHKIHMOHAIBHBIX OOS3aHHOCTEH HWMEIOIIEr0 JOCTYyN K
UH(GOPMAIIMOHHBIM pecypcaM Y UpexaeHUs;

- HEMpEephIBHOE TMOAJCP)KaHUE HEOOXOJMMOr0 YpPOBHS  3alIMIIEHHOCTH
AJIEMEHTOB HH(POPMAIIMOHHOMN CPEIbI;



- npuMeHeHue (GU3MYECKUX M TEXHUYECKHX (IpOorpamMMHO-anmapaTHbIX)
CPEICTB 3allUThl PECYPCOB CHUCTEMBbl U HENpPEphIBHAS aJIMHHHCTPATHBHAS
MOJJIEPKKA UX HUCTIOJIb30BAHHUS;
- 3¢ (eKTUBHBI  KOHTpOJIbL  Haa  COOJIOJIGHMEM  MOJIb30BATEISIMU
WH(POPMAITMOHHBIX PECYpCOB TpeOOBaHWN TI0O O0OECTeUYeHHIO 0e30MacCHOCTH
uHdopMaIuy;
- IOpUANYECKAs 3allUTa HHTEPECOB YUPEKIACHUS IPU B3aUMOICUCTBUHU C
BHEIIHUMU OpPTaHU3AIUSMU OT MPOTUBOINPABHBIX JIEUCTBUI, KAK CO CTOPOHBI ATUX
OpraHu3alidii, TaKk W OT HECAHKIMOHUPOBAHHBIX JACHCTBUU OOCIYKUBAIOILIETO
nepcoHasia ¥ TPEThUX JIUII.
13.IToctpoenue cucremsl, obecrieuenusi 6ezonacHoctu [1/In Yupexnenus, u ee
(YyHKIMOHUPOBAHKUE AOJKHBI OCYHIECTBIISITHCS B COOTBETCTBUU CO CIEAYIOIIUMHU
OCHOBHBIMU MPUHIIUIIAMU:
13.1.3aK0HHOCTH

[Ipeanonaraer ocyuleCTBIEHUE 3alIUTHBIX MEpPONPUITHI U pa3paboTKy
cuctembl OesonacHocTu [IJ][H YupexneHus B COOTBETCTBHUU C JICUCTBYIOIIUM
3aKOHOJATENLCTBOM B 00jacTH 3auuThl [1JIH, a Takke APyrux 3aKOHOJATEIbHBIX
akToB 1o Oe3zomacHocTu uH(popManuu P®D, ¢ mpuMeHeHHEeM BceX I03BOJICHHBIX
METOJIOB OOHApY>KEHHS W TPEecedeHus: MpaBoHapyiieHui mpu padore c [1/]H.
[Ipunsiteie Mepbl Oe3omacHocTu II/IH He MOKHBI MNPENATCTBOBATH JIOCTYITY
PaBOOXPAHUTENIBHBIX OPraHoB B  MPEAYCMOTPEHHBIX 3aKOHOAATEIHCTBOM
cnyudasx. Bce mnomb3oBarenu WCIIJIH nomkHBl HMMETh TpeACTaBieHHE 00
OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHUS B o0nactu 00padotku [1/H.
13.2.CucteMHOCTh

CucteMHbI MOAXOA K TOCTPOCHUIO CHCTEMbl 3alllMThl HHPOpMaUUU B
YupexneHun npeanojaraeT yuyeT BCEX B3aMMOCBS3aHHBIX, B3aMMOJIECHCTBYIOIINX
U U3MEHSIOLIMXCS BO BPEMEHU 3JIEMEHTOB, YCIOBUNM U (PAaKTOPOB, 3HAUMMBIX [IJIS
NMOHWMAaHUSI W pemeHus mpoodiieMbl oOecnieueHus OezomacHoctu [1/{x. Ilpm
CO3JIaHMM CHUCTEMBI 3alIUThl JIOJDKHBI YYHUTHIBATHCS BCE clabble M Hambosee
ysa3BuMble Mecta UCII/IH.
13.3.KoMILIEKCHOCTh

KoMriekcHoe UCoab30BaHNE METOOB U CPEICTB 3aIUThl KOMIIBIOTEPHBIX
CUCTEM IMPEIIOJIAraeT COIIaCOBAHHOE MPUMEHEHUE Pa3HOPOJHBIX CPEICTB NpHU
MIOCTPOCHHUH LIEJIOCTHOM CUCTEMBI 3aIUTHI, NEPEKPHIBAIOIIEN BCE CYIIECTBEHHbIE
(3HAYMMBbI€) KaHAJIbl peaanu3alii YIpo3 U He coliepKalliei cnadblXx MECT Ha CThIKax
OTJIENBHBIX €€ KOMIIOHEHTOB. 3aluTa JOJDKHA CTPOMUTHCS SIIETOHUPOBAHO.
Buemnsass 3amura  JgobkHa — o0ecrieduBaThesd  (QU3MYECKUMHU  CPEACTBAMH,
OpraHU3allMOHHBIMU U MPABOBBIMU MEPaMHU.
13.4. HenpepbIBHOCTH 3AIUTHI

Obecnieuenne Oe3zonmacHoctn II/[H - mpoumecc, OCYIIECTBISIEMBIiA
PYKOBOJCTBOM YUpEXISHHS, OTBETCTBEHHBIMH 3a opraHusamuio oopadorku [1J[H
U COTPYIHHMKaMU BCEX YpPOBHEWU MOCTOSIHHO. [ledATenbHOCTh MO OOEecCreueHHI0
UHPOPMAIIMOHHON OE30MACHOCTH SIBISIETCSI COCTABHOM YacThIO MOBCEIHEBHOM
nestenbHOocTH  YupexaeHus. W ee 3PQPeKTUBHOCTh 3aBUCUT OT Y4acTHUs
PYKOBOJICTBA YupeKJeHus B o0ecrieueHur nHpopMaIimoHHoit 6ezonacuoctu [1J1H.



DU3NYECKUM U TEXHUYECKUM CPEICTBAM 3alTUThI 1)1 3P (HEKTUBHOTO BBITIOJIHEHUS
cBOUX (PYHKITMU HEOOXOAMMa MOCTOSTHHAS OpTaHU3alMOHHAs (aIMUHUCTPATHUBHAS)
noJiIep’kka (CBOEBpEMEHHasi cMeHa W OOecriedueHHe MNPaBWIBHOIO XPAaHEHUS U
NPUMEHEHUS] UMEH, MapoJjieH, nepeonpeiesieHle MOJIHOMOYUH U T.11.). [lepephiBhl B
paboTe CpeACTB 3alIUThl MOTYT OBITh MCIIOIB30BAHBI JJISI aHAIW3a TPUMEHIEMBIX
METOJOB M CPEICTB 3allUThI, JJIS BHEAPECHHUS CHEIUATBbHBIX MPOTrpaMMHBIX U
aIapaTHbIX "3aKIa0K" U APYTUX CPENCTB IIPEOIOIEHUS 3aUTHI.
13.5.CBOEBpEMEHHOCTH

[Ipeanonaraer ynpexaaromvil xapakTtep Mep oOecredeHHus 0e30MacHOCTH
[IJIH, TO ecTh MOCTAaHOBKY 3ajJ1a4 MO KOMIUIEKCHOM 3amure [I/IH u peanuzanuro
Mep obOecnieuenust Oe3omacHoctd I[I/IlH Ha paHHUX cTaausx pa3pabOTKH
UHPOPMAITMOHHBIX CHCTEM B II€JIOM M HX CHCTEM 3alllUThl, B YaCTHOCTH.
Pa3paboTka cucTembl 3alIUThl JOJKHA BECTUCh IMapalieNbHO C pa3pabOTKON U
Pa3BUTHEM CaMUX 3alIUIIAEMbIX HH()OPMALIMOHHBIX CUCTEM. DTO MO3BOJIUT YUECTh
TpeOoBaHUsI 0€30MAaCHOCTH TMPU MPOSKTHUPOBAHWU APXUTEKTYPHl U, B KOHECUHOM
cdere, co3gaTh Oosee 3PdekTuBHbIE (KaK MO 3aTparaM pecypcoB, Tak U IO
CTOMKOCTH) CHCTEMBI, O0JIaIat0IIHNE TOCTATOYHBIM YPOBHEM 3aIUIIEHHOCTH.
13.6.1IpeeMCTBEHHOCTh 1 COBEPIIIEHCTBOBAHUE

IIpennonaraer MOCTOSHHOE COBEPIICHCTBOBAHHE MEP M CPEACTB 3AILUTHI
[1/IH HAa OCHOBE NPEEMCTBEHHOCTH OPTraHU3ALMOHHBIX U TEXHUYECKUX PELICHU,
KaJ[pOBOI'0 COCTaBa, aHalu3a (PYHKIUOHUPOBAHHUS HH(OOPMAIIMOHHBIX CHUCTEM
VYupexneHus: i CUCTEMBI UX 3allUThl C YYETOM U3MEHEHUM B METOJIaX U CPEACTBAX
nepexBara MHGOPMAIMK, HOPMATUBHBIX TPEOOBAHMI MO 3aIlUTE, JOCTUTHYTOTO
OTEUECTBEHHOTO U 3apyO0EKHOI0 OIbITA B 3TOM 00JIaCTH.
13.7.PazymHast 10CTaTOYHOCTD (IKOHOMHUYECKAs 11€7I€CO00Pa3HOCTh)

[Ipeanonaraer COOTBETCTBHE YPOBHSA 3aTpaT Ha oOecrieueHne 0e30MacHOCTH
[111 nenHocTH MH(GOPMALIMOHHBIX PECYPCOB U BEIMYMHE BO3MOXKHOI'O yIepoa ot
WX pa3IJIAllleHUs, yTPaThl, YTEUKH, YHUUTOKEHUS U HUCKaxeHus. Mcnonb3zyemble
Mepbl U CpeAcTBa oOecreyeHus: 0e30MmacHOCTH MH(GOPMAIIMOHHBIX PECYpCOB HE
JIOJKHBI 3aMETHO YXYAIIATh SPrOHOMUYECKHUE MOKa3aTean paboThl KOMIIOHEHTOB
NCIIAn Yupexnenus. BaxHo nmpaBuiIbHO BBIOpPATh TOT JAOCTATOYHBIA YpOBEHB
3aIUTHI, IPU KOTOPOM 3aTpPaThl, PUCK U pa3Mep BO3ZMOXKHOTO yiiepOa Obutnd OB
IPUEMIIEMBIMHU.
13.8.IlepconanbHast OTBETCTBEHHOCTh

[Ipenmonaraer  BO3JOXEHHE  OTBETCTBEHHOCTH  3a  oOecreueHue
oeszonacHoctu [IJIH M cuctembl ux 0O0pabOTKM Ha KaXJAOro COTPYIHUKA B
npenenax ero MoJHOMOYMH. B COOTBETCTBUM C 3TUM NMPUHLMUIIOM PACHPEACICHUE
npaB ¥ O0S3aHHOCTEN COTPYAHUKOB CTPOUTCA TaKMM 00pa3oM, 4yTOObI B Cilyyae
J000r0 HapylleHHs KpPyr BUHOBHUKOB ObLI YETKO M3BECTEH WM CBEIEH K
MUHHUMYMY.
13.9. MunnMu3anus noJTHOMOYHI

O3HavaeT mpeaoCcTaBiICHUE MOJIb30BATENSIM MUHUMAJIBHBIX MPaB J0CTYIA B
COOTBETCTBHHM CO CHyXeOHOM HeoOxomumocthio. Joctyn k II/ln gomxken
NpPEIOCTaBIATECS TOJIBKO B TOM Cliydae U OOBEMe, €CIH 3TO HEeOOXOIUMO
COTPYIHUKY JIJISl BHITIOJTHEHUS €T0 JTOJKHOCTHBIX 00S3aHHOCTEH.



13.10.UcknroueHne KoH(IUKTAa UHTEPECOB (pa3esieHne PyHKIIH)

OddextuBHAsT cuctema obecrnedueHus HWHPOPMANMOHHON OE30MaCHOCTH
IpernoiaraeT 4eTkoe pasfeneHue OOS3aHHOCTEM COTPYIHUKOB U HCKIIIOUEHHE
cuUTyalnui, Korja cdepa OTBETCTBEHHOCTU COTPYJHUKOB JOIMYCKAeT KOHMIUKT
unTepecoB. Cdepbl MOTCHIMATBHBIX KOH(MIWUKTOB  JOJDKHBI  BBISBIISTHCS,
MUHUMHU3UPOBATHCS, W HAXOAUTCS TMOJ CTPOTUM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzanus AaHHOrO MOpPHUHIUIIA MPEANOJAraeT, YTO HE OJUH COTPYIAHUK HE
JOJKEH HMMETh TMOJHOMOYHMH, MO3BOJISIIOIIMX €MY €IMHOJWYHO OCYIIECTBISATH
BBITIOJIHEHUE KPUTUYHBIX onepanuil. Hazaenenwe cCOTpyIHUKOB MOJHOMOYMUSIMH,
MOPOXKIAIOIIUMH KOH(JIMKT UHTEPECOB, JAET €My BO3MOXKHOCTH MOJTAaCOBBIBAThH
uHOpPMAIIMIO B KOPBICTHBIX IENSAX WA C T€M, YTOOBI CKPBITH MPOOJIEMbl WU
noHeceHHble YObITKM. [yt cHkeHusl pucka maHunynupoBaHusi 1[I u pucka
XUIIEHUSI, TAKUE TTOITHOMOUHS TIOJDKHBI B MAKCUMAIbHO BO3MOYKHOU CTETIEHU OBIThH
pa3iesieHbl  MEXAY Ppa3UYHbIMU  COTPYAHUKAMHU WM  TOAPA3ACICHUSMHU
Yupexaenus. Heo0xo1uMo npoBOAUTH NEPUOANIECKHE TIPOBEPKH 00S3aHHOCTEH,
GYHKIUI U JeITeTbHOCTU COTPYIHUKOB, BBIMOJHSIONINX KIIIOUEBbIe (DYHKIUH, C
TeM, 4TOOBI OHM HE UMEITH BO3MOXKHOCTU CKPBIBATh COBEPIIICHUE HEMIPABOMEPHBIX
neiictBuii. Kpome Ttoro, HeoOXOJMMO TPUHUMATH CHEIUAIbHBIE MEpPHI 10
HEJIOMYIIIEHUIO CTOBOPA MEXIY COTPYTHUKAMH.
13.11.B3aumoneiicTBue U COTpYJHUYECTBO

[Ipennonaraer co3gaHue OnaronpuaTHo armochepbl B KOJIJIEKTHBE
VYupexaenusi. B Takoli 00CTaHOBKE COTPYIHUKH JOKHBI OCO3HAHHO COOJIIONATH
YCTAaHOBJICHHBIE NPABWJIA U OKA3bIBATh COJIEUCTBUE JIEATEIIBHOCTH OTBETCTBEHHOT O
3a obopabotky II/[H. BaxxHbIM 3nemMeHTOM 3(PQEKTHBHON CUCTEMBI OOECHEUEHUS
o6esonmacHoctu [1/ln B VYupexneHuum SBIsSE€TCA BBICOKas KyJIbTypa palOOThl C
uHpopmarmeil. PykoBoncTBo YupexJeHHUs HECET OTBETCTBEHHOCTh 3a CTPOroe
COOJTI0/IEHNE ITHYECKUX HOPM U CTAaHIAPTOB MPO(ECCHOHATBLHON NESITEIBHOCTH,
NOIYEPKUBAIOIIEH U JEMOHCTPUPYIOLIEN MEPCOHAY HAa BCEX YPOBHSAX Ba)XHOCTh
oOecrieueHuss MHPOPMALMOHHON Oe3omacHOCTH YupexaeHus. Bce coTpyaHUKH
VYupexaeHuss JOMKHBI TMOHMMAaTh CBOKO POJb B Mpolecce obecrneyeHus
uH(GOpPMAIIMOHHON 0€30MacCHOCTH U MPUHUMATh y4acTHE B 3TOM MPOIIECCE.
13.12.I'nOKOCTh CHCTEMBI 3aIUTHI

Cuctema obOecnedeHus HHGOPMAIMOHHON OE€30MAaCHOCTH JOKHA OBITh
CrocoOHa pearnpoBaTh Ha M3MEHEHHSI BHENTHEW CPEJIbI U YCIOBHUM OCYIIECTBICHHUS
YupexaeHueM CBOeH AeATEIbHOCTH. B 4MCI0 TAKUX U3MEHEHUN BXOMAT:

- WU3MEHEHHUS OPraHU3alMOHHOMN U IITAaTHON CTPYKTYPhI Y UpEKICHHUS;

- U3MEHEHUE CYIIECTBYIOIIUX WM BHEAPCHHE MPUHIUIHAIBHO HOBBIX
UH(GOPMAIIMOHHBIX CHCTEM;

- HOBBIE€ TEXHUYECKHUE CPEICTBA.

13.13.OTKpBITOCTH aNrOPUTMOB U MEXAHU3MOB 3aILATHI

CyTb npUHIMIA OTKPBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIUTHI COCTOUT B
TOM, 4YTO 3allliTa HE JOJKHA OO0ECIEeUMBATHCA TOJBKO 3a CUET CEKPETHOCTHU
CTPYKTYPHOU OpTaHUW3alMd W QJITOPUTMOB (YHKIIMOHUPOBAHUS €€ IOACUCTEM.
3HaHWE AITOPUTMOB PA0OTHI CUCTEMBI 3aIIUTHl HE JOJKHO JaBaTh BO3MOXKHOCTH



ee npeojoiieHus (Jaxe aBTopam). ITO, OJIHAKO, HE O3HAYaeT, yTo uHpopmaius 00
UCTIOJIb3yEeMBIX CUCTEMaX U MEXaHU3MaX 3alllUThI JTOJDKHA OBITH OOIIEIOCTYITHA.
13.14.IIpocToTa NpUMEHEHUS CPEJICTB 3ALIUTHI

MexaHuU3Mbl U1 METOABI 3alIUTHI JOJKHBI OBITh UHTYUTHUBHO MOHSATHBI U
IPOCTHI B UCIOJIb30BAHUU. [[puMeHeHne CpeACTB U METOJIOB 3alIUThl HE JOJIKHO
OBITh CBSI3aHO CO 3HAHUEM CIEIUATBbHBIX SI3bIKOB WJIM C BBITIOJIHEHUEM JIEHCTBUH,
TPeOYIOMNX 3HAYUTENBHBIX JOMOTHUTEIBHBIX TPYA03aTPaT MPU OOBIYHON padoTe
3apEeruCTPUPOBAHHBIX TMOJIb30BATENEH, a TakkKe He JOJDKHO TpeOoBaTh OT
M0JIb30BATEJIS BHIMOJHEHHUS! PYTUHHBIX MAJIOMOHSTHBIX €MY OIepaliuii.
13.15.060CHOBaHHOCTD U TEXHUUYECKAsI PEaTn3yeMOCTh

NudopmaiinoHHbie TEXHOJIOTHUU, TEXHUYECKUE W MPOrpaMMHbIC CPEICTBA,
cpenctBa U Mephl 3amuThl [1JIlH JODKHBI OBITH pealn30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHUS HAYKU W TEXHHUKU, OOOCHOBAHBI C TOYKU 3PEHUS JTOCTHXKCHHS
3aJaHHOTO  ypOBHS ~ Oe30macHOCTH  MHPOpMalUMU U SKOHOMUYECKOU
11EJIECO00Pa3HOCTH, a TAKXKE JOJKHBI COOTBETCTBOBATH YCTAHOBICHHBIM HOPMaM H
TpeboBaHusaM 1o 0e3omacHocT [1/]H.
13.16.Crenmanuzanus 1 npohecCuoHaIn3M

[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKE CPEICTB W peau3alu Mep
samuThl [1J[H cenuanu3upoBaHHBIX OpraHu3alui, HauOoiee MOATOTOBIEHHBIX K
KOHKPETHOMY  BUIY  JEATENbHOCTHM MO  oOecrneueHuto  0e30macHOCTH
WHOOPMAIIMOHHBIX PECYPCOB, HMMEIIIMX OMNBIT MPAKTUYECKOH padoThl U
rOCYJapCTBEHHYIO JIMIIEH3UI0 Ha IMPaBO OKa3aHWs YCIyr B 3TOM 00JacTu.
Peanu3anusa aqiMHUHUCTPATUBHBIX MEP M AKCIULyaTalUsl CPEACTB 3AIIMUTHI JOJKHA
OCYHIECTBJIATBCA  NPO(ECCHOHATBHO  IMOATOTOBICHHBIMU  CHENUATUCTAMHU
VYupexaenus (0TBETCTBEHHBIX 3a opranu3aiio oopadorku [1/1nH).
13.17.0053aTeIbHOCTD KOHTPOJIS

[Ipenmonaraer 00s3aT€THPHOCTP U CBOEBPEMEHHOCTH  BBISBICHHUS H
IpeceueHrs TOMbITOK HApyHIEHUS YCTAHOBJIEHHBIX TMPaBWI, OOECIEUCHHUS
6e3onacHoctu [IJIH, HA OCHOBE MCHOJB3YEMBIX CUCTEM U CpeACTB 3amuThl [1/1H,
IIPU COBEPIICHCTBOBAHUU KPUTEPUEB U METOJIOB OIEHKU 3(P(HEKTUBHOCTH ITUX
CUCTEM U CPEJICTB.

KonTpons 3a AesSTenbHOCTHIO JIIOOOTO TOJIB30BATEINsI, KaXJAOT0 CpPEICTBa
3alIUTHl U B OTHOUIEHUU JIFOOOro 00OBEKTa 3allMThl JOKEH OCYIIECTBISATHCS Ha
OCHOBE MPUMEHEHUSI CPEJCTB OMEPATUBHOIO KOHTPOJSL U PETUCTPALUU U JOJIKEH
OXBaThIBaTh KAaK HECAHKIMOHUPOBAHHBIC, TAK M CAHKIMOHHUPOBAHHBIE IECHCTBUS
II0JIb30BATEIIEH.

Kpome Ttoro, sddexruBHas cucrema oOecneueHus HHGOPMAIIMOHHON
Oe3omacHOCTH TpeOyeT HaIu4Ms aJeKBATHOW M BCeoObemilrolle uHpopmaiu o
TEKYILIEM COCTOSIHUM TPOIIECCOB, CBSI3aHHBIX C JBWXXEHUEM HWHMOpMaUU U
CBEJICHUN O COOJIIOJICHUM YCTAaHOBJICHHBIX HOPMATHBHBIX TPEOOBaHUM, a TaKkKe
JOTIONTHUTENIBHON MH(OpMalMK, UMEIOLIEeH OTHOLIEHUWE K MPUHATHIO PELICHUH.
Nudopmarus momkHa ObITh HAJEKHOM, CBOCBPEMEHHOMN, TOCTYITHON U MPABHIJIHHO
0(pOpMIICHHOM.



Henocratku cucrembl obecniedeHuss HHGOPMAIMOHHOM 0€30MacHOCTH,
BBISIBJIEHHBIE COTPYAHUKAMM YUpPEXKJECHUS JOJKHBI HEMEIJIEHHO JOBOJIUTHCA 10O
CBEJICHUSI PYKOBOJIUTENS YUPEKIACHHUS U ONEPATUBHO YCTPAHSATHCA.
14.Mepbr  obecnieuenust  UHGOPMAIMOHHONW ~ O€30MACHOCTU  YUpexKACHUS
NOJIpa3JIENs0TCA Ha:
14.1.3akoHoaTenbHbIE (IPABOBBIE) MEPHI 3ALUTHI

K mpaBoBbIM Mepam 3aliuThl OTHOCSITCS ACHCTBYIOIIME B CTPAHE 3aKOHBI,
yKa3bl 1 HOPMATUBHBIE aKThl, periaMeHTHpYolre npasmia obpamieHus ¢ [1/1H,
3aKpervIAIoNINe IpaBa U 00s13aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOLIEHUI
B TMporecce WX O0OpabOTKM W HCIOJIB30BAaHMS, a TaKKe YCTaHABIIMBAIOIINE
OTBETCTBEHHOCTh 32 HapyIlEHHUs 3TUX NpaBuil. [IpaBoBbIe MepbI 3alIUTHI HOCST B
OCHOBHOM YTPEKIAAIONTUH, MPOPUIAKTUUECKUA XapaKkTep U TPeOYIOT MOCTOSHHON
Pa3bACHUTENHLHON pabOTHl C IMOJB30BATEISIMA M OOCIY>KHUBAIOIIMM TEPCOHATIOM
NCIIH YupexneHus.

14.2. MopaiibHO-3TUYECKUE MEPbI 3aIUThHI

K MopanbHO-3THYECKMM MepaM OTHOCSITCS HOPMBI TOBEIEHHUS, KOTOpBIE
TPaJAMLIMOHHO CIOXWINCh WIA CKJIAJbIBAIOTCS 10 MEpE pacipOCTpaHEHUs
UH(GOPMAIIMOHHBIX TEXHOJOTUM B 00IIecTBE. DTU HOPMBI OOJbIIEH YacThbiO HE
ABIISIFOTCSL 00s13aTENbHBIMM, KaK 3aKOHOJATENIbHO YTBEPKIECHHbIE HOPMATHBHBIE
aKThl, OJHAKO, UX HECOOJIOJCHHE MOXKET IMPUBECTH K MaJCHUIO aBTOPUTETA,
IOpecTKa 4YeJNOBeKa, TPYNIbl JIMI WM YUpexJaeHus B 1enoM. MopaibHo-
ATUYECKUE HOPMBI OBIBAIOT KaK HENHCaHble, TaK M THCaHble, TO €CTh
oopMIIeHHBIE B HEKOTOPBII CBOJI (YCTaB) MpaBWJI WM NMpeAanucanuii. MopaibHO-
ATUYECKUE MEPBI 3AIIUTHI ABJIAIOTCSA MPOPUIAKTUIECKUMHU U TPEOYIOT NOCTOSHHON
paboTHI MO CO3JaHMIO 3J0POBOI'0 MOPAIBHOI'O KJIIMMaTa B KOJIJICKTUBE.

14.3. TexHOIOTMYECKUE MEPHI 3AIMTHI

K ngaHHOMy BHIly Mep 3aIMTBl OTHOCSITCSI PA3HOI'O poAa TEXHOJOTMYECKHE
pelleHus] M TMPUEMbl, OCHOBAHHbIE HA MCIOJb30BAaHUU HEKOTOPHIX BHJIOB
U30BITOYHOCTH (CTPYKTYPHOU, (QPYyHKIMOHAIBHOU, MH()OPMAIIMOHHON, BPEMEHHOM
M T.gI.) W HaNpaBJICHHbIE HAa YMEHBIICHHE BO3MOXXHOCTU COBEPILICHHUS
COTpYIHHMKaMU OMIMOOK M HApyUIEHUWH B paMKax NpPeIOCTaBICHHBIX UM TMpaB U
MIOJTHOMOYUH.
14.4.OpranuzanonHbie (aAIMUHUCTPATUBHBIC) MEPBI 3aIIUTHI

Opranu3aiMoHHble (aJMUHUCTPATUBHBIE) MEPBI 3allUTBl - 3TO MEpHI
OpraHU3alOHHOT O Xapakrepa, perylaMeHTUPYIOIIHE IIPOLIECCHI
GyHKUHOHUpPOBaHUS cucTeMbl 00padoTku I1/[H, ucnonb3oBaHuEe ee pecypcos,
JeSITeNbHOCTh OOCTYKHUBAIOIIET0 MEpPCOHaja, a TaKkKe MOPSAIOK B3aUMOJCHCTBUS
NOJIb30BaTeNIed C CUCTEMOM TakuM 00pa3oM, 4YTOObl B HAuOOJIbIIEH CTENeHH
3aTPYIHUTHh WM UCKIIOYUTH BO3MOXKHOCTh pealM3alliy yrpo3 0€30MacHOCTH WU
CHU3UTDH pa3Mep MOTEPh B CIIydae UX peau3aiiii.
15.'maBHast uenb aaIMUHUCTPATUBHBIX MEpP, NPEANPUHUMAEMBIX Ha BBICHIEM
yIPABICHYECKOM YPOBHE - CcPOpMHUpOBATH TMOJHUTHKY B 00JacTH OOeCIeYeHUs
6e3onacnoctu [1JIH (oTpaxaromryro moaxoasl K 3ammure [1/H) u obecneunTs ee
BBIIIOJIHEHUE, BBIIEISA HEOOXOANUMBIE PECYPCHI M KOHTPOJIMPYS COCTOSIHUE JEIT.



15.1.Bepxuuii ypoBeHb MOJIUTUKY B o0jacTu obecreuenus Oe3omacHoctu [1JH -
9TO PEIICHUS PYKOBOJCTBA, 3aTPAruBaIOIINE AESITENBHOCTD Y UPEKIACHUS B LIEJIOM.
[Tonutvka BepxXHEro YpOBHS JOJDKHA YETKO OYEepTUTh cQepy BIUAHHUSI U
OTpaHUYCHUSI TIPU OmpeereHuu meneit 6ezonacHoctu [1/{H, onpenenuTs KakumMu
pecypcamu (MaTepuaibHble, CTPYKTYpPHbIE, OpraHM3allMOHHbIE) OHU OyIyT
JNOCTUTHYTBI, U HAWTH pa3yMHbII KOMIPOMHMCC MEXKIY MNPUEMIIEMBIM YPOBHEM
6e3omacHOCTH U (HYHKIIMOHATHHOCTHIO.
15.2.ITonuTKka HUKHETO YpPOBHS, OINpEAeNseT MNpOoUEAypbl, MW NpaBuia
JNOCTWKEHUS Lenedl u pemeHus 3agad OezomacHoctd [IJ[H m geranusupyer
(permamMeHTHpYET) 3TH MpaBUIIa:
- KaKoBbl POJIM W OOS3aHHOCTH JIOJDKHOCTHBIX JIMI[, OTBEYaIOllMe 3a
npoBezieHue nonutuku o6ezonacuoctu [1/1H;
- KTO UMeeT npasa goctyna K [1/[H, KTo 1 npu KakuX yCIOBUSX MOKET YATATh
u moaudunmposats [111 u T.1.

ITonuTnka HUKHETO YPOBHS JOJKHA:
— npeaycMaTpuBaTh periaMeHT UH(OPMAITMOHHBIX OTHOILICHHH,
VCKJIFOYAIOIINX BO3MOYKHOCTb MIPOU3BOJIbHBIX, MOHOIIOJIBHBIX WIN
HECAaHKIIMOHUPOBAHHBIX JCHCTBUI B OTHOLICHUH UH()POPMAILIMOHHBIX PECYpPCOB;
- ONPENENATh KOAIMLIMOHHBIE M HEPAPXUYECKUE IPUHLUIBI U METOJIbI
pas3zeneHus CEKpETOB U pasrpaHnyenus nocryna K 11/1H;
- BBIOMpATH IPOrpaMMHO-TEXHUYECKHUE (anmapaTHsbIe) cpencrTaa
npotuBozeiictBus HC]l, ayreHtudukanuu, aBTOPU3ANUH, HACHTUPUKALUA U
JIPYTUX 3alIMTHBIX MEXaHU3MOB, 00ECIIEYNBAIOIIMX TAPAHTUHU pealu3aliy MpaB 1
OTBETCTBEHHOCTH CYOBEKTOB MH(POPMAIIMOHHBIX OTHOIICHHI.
16.PernamenTanus 4ocTyna B HOMENIEHUS

KoMroHeHTsl ~ MH(OPMAIMOHHBIX  CHUCTEM  YUPEXKACHHUS  JOJIKHBI
pa3MelaTbcs B MOMEUICHUSIX, HAXOAAIIUXCA MOJI OXpaHON WM HaOIIOJCHUEM,
UCKJTIOYAIOIIUM BO3MOXXHOCTh OECKOHTPOJIBHOT'O MPOHUKHOBEHHUS B MOMEIICHHUS
NOCTOPOHHUX JIMI] U 00ECTICUHBAIOIINM (PU3NIECKYIO COXPAHHOCTh HAXOSIIUXCS
B MOMEIIEHUH 3alIUIIAaeMbIX pecypcoB (mokymeHToB, APM u T.11.). Y6opKa Takux
NOMEUIEHUA  JIOJKHA  MPOU3BOAUTBCA B NPUCYTCTBHM  OTBETCTBEHHOTO
COTPY/IHHKA, 32 KOTOPHIM 3aKPEIUICHbI JAaHHbIE KOMITIOHEHTHI, C COOJIIOJICHUEM MED,
UCKJTIOYAIOIIUX JOCTYI TMOCTOPOHHUX JIMI[ K 3alUIIaeMbiM HH(POPMAIIMOHHBIM
pecypcam.
17.Bce mOCTOpOHHHME JHIA JONMYCKAIOTCA B IOMEIICHHS C KOMIIOHEHTaMH
UH(POPMAIIMOHHON CUCTEMBI TOJIBKO B IPUCYTCTBUH COTPYJHUKOB Y UPEXKICHUS.
18.Ilo oxoHyaHum pabouero AHS, TOMEIIEHUS, B KOTOPBIX pPa3MEIIATCs
KOMITOHEHTHI MH(OPMAIMOHHBIX CHCTEM YUPEXKIEHUs, JOJDKHBI 3alUpaThCs Ha
KJTFOY.
19.B pamkax pa3pemurenbHOl CUCTeMbl (MaTpHIlbl) JOCTYIA YCTaHABIIUBAETCS:
KTO, KOMY, KaKyt0 HH(OpMAIUIO U ISl KAKOT'O BHJIa JOCTYIIA MOXKET MPEJOCTABUTh
U IIPU KaKuX YCIIOBHUSIX.
20. lonyck monb3oBaTeneil Kk pabore ¢ HMHPOPMALMOHHBIMU CHCTEMaMu
VYupexeHuss 1 AOCTYN K X pecypcaM JOJKEH OBbITh CTPOrO PEriaMeHTHPOBAH.



JIroOble M3MEHEHUs COCTaBa M MOJHOMOYHWN TOJIb30BATENICH MOJCUCTEM JOJKHBI
MPOU3BOJIUTHCS] YCTAHOBJIEHHBIM MOPSIIKOM.

21.YpoBeHb MOTHOMOUYMM KaXAOr0 MOJb30BATENs ONPEAEISIETCS UHAUBUIYAIBHO,
coOroas cienyrouue TpeOOBaHus:

— KQXKJIBIA COTPYJIHHUK IMOJb3YETCS TOJIBKO MPEANUCAHHBIMU €My MpaBaMU MO
otHomieHuto K I1/IH, ¢ koTophiMU emy HeoOxonuMa paboTa B COOTBETCTBUHU C
JOJDKHOCTHBIMU 00s13aHHOCTSIMU. Paciupenue mpaB A0CTyna U MNPeaoCTaBICHUE
J0CTyNa K JOMOJHUTEIbHBIM HHGOPMAIIMOHHBIX pecypcaM, B 0053aTebHOM
MOpSIIKE, JIOJKHO COIJVIACOBBIBATBHCSI C  OTBETCTBEHHBIM 3a  OpPraHU3AIUIO
o6pabotku I1]1H;

= PYKOBOJIUTENH YUPEKIECHUS UMEET MpaBa Ha MPOCMOTP UHPOPMALIUUA CBOUX
MOJYUHEHHBIX TOJIBKO B YCTAHOBJICHHBIX TpeE/esiax B COOTBETCTBUU CO CBOUMU
JOJIKHOCTHBIMU 00SI3aHHOCTSIMU.

22.Bce coTpyIHUKH YUpeKIeHUsE U OOCTY>KUBAIOIIMN NEepCOHaN, JOJMKHBI HECTH
NEPCOHANIBHYI0 OTBETCTBEHHOCTh 3a HAPYIIEHUS YCTAaHOBJIEHHOIO TOPSJIKa
oOpabotku I1JIH, mpaBuiI XpaHEHUs, UCIIONIB30BAHUS U TIEPEIaun HAXOAIIUXCS B
UX PACHOPSIKEHUU 3alllUIIAEMbIX PECYpCOB CUCTeMBbI. Kaxabiii coTpyaHUK (TIpu
npueMe Ha padoTy) JOKEH IOAIMCHIBATh 00S3aTEIbCTBO O COOMIOJNCHHH U
OTBETCTBEHHOCTH 32 HApYUIEHHWE YCTAHOBJIEHHBIX TPEOOBAHHMI MO COXPAHEHUIO
111 Yupexnaenus.

23.06paborka IIJln B xommoneHtax MCIIJIn Vupexnenus momKHA
POU3BOJIUTHCSI B COOTBETCTBUU C  YTBEPXKICHHBIMM  TEXHOJIOTMYECKUMU
UHCTPYKLHSIMHU.

24.B uensax noajaep:kaHus pexuma WHGOpMaMOHHOW 0€30MacHOCTH amnmapaTHO-
nporpaMMHasi KOH(QUIrypaiusi aBTOMaTU3UPOBAHHBIX PAa0OUYUX MECT COTPYIHHUKOB
VYupexaeHusi, ¢ KOTOPBIX BO3MOXEH JOCTYyH K pecypcam HHGOPMAIMOHHON
CHUCTEMBbI, JOJKHA COOTBETCTBOBaTh KPYry BO3JIOKEHHBIX Ha  JIaHHBIX
MOJIb30BaTEIECH (GYHKIIMOHATBHBIX 00s13aHHOCTEH. B KOMIIOHEHTaXx
UH(POPMAIIMOHHOW CHUCTEMbl M Ha paboyux MecTaxX I0JIb30BaTENeH JIOJKHBI
YCTAHABJIMBAThCS M UCIOJb30BaThCA TOJBKO JIMIIEH3MOHHBIE MPOTrpaMMHBIC
CpencTBa.

25.000pynoBanre WHGOPMAIMOHHBIX CHUCTEM, HCIIOIB3YeMOE IS JOCTYyINa W
xpanenus [1JIH, K KOTOpOMY JOCTYIl OOCITY>KMBAIOIIETO MEpPCOHaIa B IPOIlecce
JKCIUTyaTallMu He TpeOyeTcsi, Mocje HalaJ04YHbIX, PEMOHTHBIX M HWHBIX padoT,
CBSI3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM JOJI)KHO 3aKPhIBATHCS.

27 ITonpzoBatenmn  UCIIJIH  YupexnaeHus, a TakkKe PYKOBOIAIIUNA U
00CITyKUBAIOIUN TIEPCOHAN JIOJDKHBI OBITh O3HAKOMIICHBI CO CBOMM YpPOBHEM
IIOJIHOMOYMHM, a TAaKXK€ OpPraHU3alMOHHO-PACIIOPSAIUTENBHON, HOPMATUBHOM,
TEXHUYECKOW M 3KCIUTyaTallMOHHON JTOKyMEHTAallMe!, onpeaestoniel TpedoBaHus
u mopsaok ob6paborku II/ln B VYupexnenun. Bce mnoms3oBarenn WCII/Ix
VYupexxaenuss  TODKHBI  ObITh  O3HAKOMJIGHBI ~ C  OpPraHU3alMOHHO -
pacropsauTeIbHBIMU  JIOKYMEHTaMu 10 obecrnedyeHuto Oe3onacHoctu [1J[H
VYupexneHusi, B 4acTH, MX Kacalolleics, TOJDKHBl 3HATh W HEYKOCHUTEIIBHO
BBITIOJIHATh MHCTPYKIIMM M 3HATh OOIIME OO0S3aHHOCTH 10 OOECIEYEHUIO
oe3omacHoctu [1JIH. JloBenenne TpeOOBaHMI yKa3aHHBIX JTOKYMEHTOB JO JIHII,



JOMYIIEHHBIX K 00paboTke 3ammmaembix [1J[H, JOMKHO OCYIIECTBIATHCS IO
POCIIUCE.

28.Mepa OTBETCTBEHHOCTH MEpCOHaNa 3a JIEUCTBUS, COBEPUICHHBIE B HAPYILICHUE
YCTAaHOBJIEHHBIX MpaBWil oOecreueHus Oe3zonacHoil pabotsl ¢ II/H, momkHa
OTIPEIENATHCS HAHECEHHBIM YIEpOOM, HAIWYUEM 3JI0T0 yMbICTIAa W APYTHUMH
(akTOpamMu MO YCMOTPEHUIO PYKOBOACTBA Y UPESIKICHUS.

29.Jlna peann3anuy NPUHLMIIA NEPCOHAIBHOM OTBETCTBEHHOCTH IOJIB30BATEIEH
3a CBOU JICHCTBUS HEOOXOAUMBI:

— WHAVBUyaJbHAS WIACHTH(PUKAIIHS TTOJIb30BaTEIICH M MHUIIMUPOBAHHBIX UMHU
IPOIIECCOB, T.€. yCTaHOBIEHUE 3a HUMHU uaeHTtudukaropa (login, Username), Ha
0a3e KOTOporo OyJIeT OCYHIECTBISITHCS pa3sTrpaHUYEHUE JOCTYIA B COOTBETCTBUU C
OPUHIUIIOM 0OOCHOBAHHOCTH JIOCTYTIA;

- poBepKa MOMJIWHHOCTH TOJb30BaTene (ayreHTudukanus) Ha OCHOBE
apoJIeH;

- peakiusi Ha TOMBITKH HECAHKIIMOHUPOBAHHOTO JOCTYMa (CHTHATH3AIMs,
OJIOKUPOBKA U T.1.).

30.ln1  obecnedyenuss ~ uHGOPMAIMOHHONW  0€30MACHOCTH  YUPEKICHHS
UCTIOIB3YIOTCS CIEAYIONINE CPECTBA 3aLUTHI:

30.1.JIns obGecrieueHuss ¢uzudeckor Oe3zomacHocTH KoMmroHeHToB MCIIdu
HEO0OXOIMMO OCYIIECTBIISATh PsJl OPTraHU3AMMOHHBIX U TEXHUYECKUX MEPOIIPUSITHH,
BKJIFOYAIONINX: TPOBEPKY OOOPYIOBaHUSA, MPEAHA3HAYEHHOTO ISl 00paboTKH
II1H, Ha:

- HAJIMYHUE CTICIUATbHO BHEAPEHHBIX 3aKJIAIHBIX YCTPOUCTB;

- BBEJICHUE JIOTIOJHUTEIBHBIX OTPAHWYEHUW MO JOCTYNy B ITOMEIICHUS,
npenHa3HavYeHHbIe 11l XpaHeHus: U oopadotku [1/1H;

- o0opyioBaHue cucTeM MHGOpPMATU3AIMU YCTPONCTBAMU 3alUThl OT COOEB
AJIEKTPOIUTAHUS U TIOMEX B JIMHUSAX CBS3H.

30.2. Texauueckue (arnmapaTHO-TIPOTpaMMHBIE) MEphl 3allUThl OCHOBaHBI Ha
WCIIOJIb30BaHUM PA3TMYHBIX dJIEKTPOHHBIX YCTPONCTB U CIIENUAIbHBIX MPOTrpaMM U
BBITIONTHSAOMINX (CAaMOCTOATENFHO WJIM B KOMIUIEKCE C JPYTUMHU CPEICTBAMHU)
GyHKIMK  3amMThl  (MACHTUGUKALMIO W ayTeHTU(UKAIMIO I0JIb30BaTeleH,
pasrpaHUYCHHE JOCTYyTIa K pecypcam, PETrUCTpaLINIO COOBITHUH,
Kpunrorpaduyeckoe 3aKpbITie HHPOPMAITUHU U T.1I.).

31.C yderoMm Bcex TpeOOBaHUIT U IPUHITUIIOB oOecrieueHus 6e3omacHoctu [1/[x 1o
BCEM HAMPABICHUSM 3alllUTHl B COCTAB CHUCTEMBI 3alUTHI JOJDKHBI OBITh
BKJTIOUEHBI CIIEYIOIINE CPEICTBA!

- CPEICTBa pa3rpaHUYEHUs TOCTYIA K JaHHBIM;

— CpelICTBa pErucTpanud JOCTyla K KOMIIOHEHTaM WH(GOPMAIIMOHHON
CUCTEMBI U KOHTPOJIA 32 UCTOJIb30BaHUEM HH(POPMALINH;

- CpeICTBAa pearupoBaHUs Ha HApYyIICHUS peXuMa HHOOPMAIMOHHON
0€30IaCHOCTH.

32.Ha TexHHWYECKHME CpEACTBAa 3alIUThl BO3JIAraeTcsl pEIICHHE CICAYIOIINX
OCHOBHBIX 3a]1a4:



- uAeHTU(UKALMS U ayTeHTU(UKALMS T10JIb30BaTeNel Py MOMOIIY UMEH WIN
CIIEHMAJIBHBIX AIllIaPATHBIX CPENICTB;

- perilaMeHTanys U ynpasJieHUE JAOCTYIIOM ITOJIb30BATENIEN B IOMEILIECHUS, K
(pU3NYECKUM U JIOTUYECKUM YCTPONCTBAM;

- 3aIIUTa OT IPOHUKHOBEHUS KOMIIBIOTEPHBIX BUPYCOB M Pa3pyILIUTEIBHOTO
BO3JIEUCTBUS BPEIOHOCHBIX MPOrPaAMM;

- perucrpanus BCeX JEHCTBUM I10Jb30BATENsl B 3alUIIEHHOM JKypHAIE,
HaJIM4YME HECKOJIBKUX YPOBHEUN PErMCTPaLINY;

- 3alllUTa JAaHHBIX CHUCTEMbI 3alIUThl Ha (HaillIoOBOM cepBepe OT JO0CTyIa
NOoJb30BaTeNIel, B 4YbM JODKHOCTHBIE OOSI3aHHOCTH HE BXOIUT pabota ¢
UH(pOpMAIUH, HAXOAIICHCS HA HEM.

33.CpenctBa obecrieueHus IIEJIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEACTBa
PE3EPBHOrO KONHMPOBAHMS, NPOrpaMMbl AHTUBUPYCHOM 3alMTHI, ITPOTrPaMMBbI
BOCCTAHOBJICHHUS LIEIOCTHOCTH OTIEPAIIMOHHOM cpeibl U 0a3 JaHHBIX.

34.Konurpons ds¢dexkruBHOocTH 3ammrbl  IIJ[H ocymiecTBisercs ¢ LENbIO
CBOEBPEMEHHOTO BBISBICHHUS W mnpenorBpameHus yreukn [IJln 3a  cuer
HECAaHKLMOHUPOBAHHOI'O JOCTYIIA, a TAaKXKE NPEAYNPEKACHUS BO3MOXKHBIX
CIIELIMAJIbHBIX BO3JICMCTBUM, HAIIPAaBJIIEHHbIX HAa yHHUUYTOXeHUe [I/1H, paspyuieHue
cpeactB uHpopMaTuzauuu. KoHTpoab MOKET MPOBOAUTHCS MPUBICKAEMBIMH IS

3TOM CJIN OpraHu3anuAaAMU, UMCIOIIINMH JIMICH3WIO HAa 3TOT BUI ACATCIbHOCTHU



